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THE CELLCLa TEL!COM~t.~tCATIOflt5L'll(DliSTKY AssOCr.~T10~

THE PERSONAL COM.~L~ICATtONS lNDI1STRY ASSOCIATION
THE TtLECOMMtJ~lcAnoNs L\4t)tJSTRY ASSOCIATION

THE UNITED STAttS TELEPHONE ASSOClATTON

~{ar;h 20. 1998

The Honcrable Janet Reno
U.S. ~p~ntoCJusri~.
Tenth anG Consutlnioft Avenue. N.W.
WashinltcC. DC 20530

Dear AttDmcy Qenmli Ileno:

1'l1mk you for )'our Tecenl letter. clariiYinl sevmJ issues raised ae our 161Sc
meeting with Auistant Aucmey Cienml Sreve Collate ancl Cbe fBl. We g!acUy ~;;crJt

your off= of~cralarific:acioCl Oft the FBt'.I FiMl Notice ofCapacitY.

We are concemecL however. at other rom-inial cUvisioat between inciultr')' and
the Oepanmem of Justice - panicularly chi FBI's insistence tbat me ;om,liance dea,Uinc
wul only be exteudecl for carriers chat apce co provide all nina of me "pW1Chlist" items as
weH as Ule Bureau' 5 faiL\I:C co m:op.iZ. that compLiMCe is nat reuanably a:hievabie
within the cu:tent statutory deadline for CW'fCftcly installcei or deplaye4 technologies.

tt is uareuoftable to uk. lndusU)' to lNfsue implemeftcaUon of the pWlC:hJist
fealW'ts at this time wbe Ileilher the FBI nor the EMaami SurveU1aMa SWlCiard (ESSl
Committee has aevelopeG del8i1ec1 and sWldlrdizecl spc:cmcalioDS Cor these re~uirementS.

This is. in essenc:e. a clllftlACl that if inaumy WUlU an exteftSioft it must abancion its
cleeply held. views about wIW feacum CAUA requires. Finally. fallure to "em
c~m1y inItalled or deployeGtech.ftololi.' in cDl'ftl'liaDcc will shift costs unreasonably
to iftciuscry and. impase c:ampeuu\'e ciiwivantaaa betwen different carriers an~
tec.tmolOI_

Fer tbese rasoas. we would. understand ifyOt.l d.e!:iQe. u you M¥e previously
indica=. that me bctl raollluoft of dUa isaua is 10 NqLlelt a billClUsl cielemtinatlon frem
the Fcetera! ConunumcacloftS Commission. Sw:h a request wiU not affect ind.\lJU'Y· S

willinaMss to p&rlicipate in either the 6Cklay pnciq exercise c1tscuuccl at oW' mcccing
Oft Friday. Much 6. 1991. cbe 0I\10iq ESS effort. at' ilutustry's commitment to devel0l'
CALEA solUlicas far future teewLoIies.



APR-aZ-ga \4:ji rrom:STEPTOE l JOHNSON

We appreciate yOW' ~ofttinued..personal involvement in these :ifct'tS and ho~e that
out efficient impicm=nWiorl of CALEA will toon b. possible.

Sinccn:ty•

..'_dr, aliiCIa
1\1 C:a11Ullr fILt: OJ ..........
1aIbIIIrr c'.=rid.

.,-
---_ .. - .. ,......
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A. huroclucttoD

ZCZ42S390Z T-36Q ? 24/35 Job-aDa

Thank you Mr. Chairman for siving me the oppcnunitY to at)~ear before you :l.nd

the other aistinguisned. members of your c:cmmiaee. No one can dispute that thes~ hearinis are

timely 3nci necessary. My appearancCJ today is on behalf of the members of the

Telecommunications 1nci~stry Association rnA"). nA rep~xnts morc tMn 600 t:nitec1 SW05

companies that manufa.ct\ft and supply the eqUipment thal is the bKkbonc of the

telecommunicatlons industrY - from switctles for land1ine. c:ellulat. PCS and satellite sys~ms to

pa8ers to two-~'ay racUol.

[mplementaUoCl of the CommunicaUons Assistance for I..aw Enforcement A't of

1994 ("CALEA") is at all i~c that indusuy ancl gavemmem have not bCC!1 able to Drcak.

COngRD intended that most of the implementatioD of the act would have occurred by the act's

founb annivcrsa:y, October 25. 1991. ~ly. for t~ reasons I will discuss below. that

cleacUine Calmot be met.

t am plosed to report. however. that in the put week mMuiacNms have

received a number of promisinl si.aals from the FIt After seveca1 momhs of being e:ccludec

from meetings. last week TIA anr:l severalmaa~ wete ;onta.e= by Mike Wamn. the

new section heJU:i Cor the CAl.EA 1.mJ~met\taeial\Section at the fBt. He asked for a series of

m~eti.np and has offered to enter into IOoci faith nelariarions with the manufacturers. with the

hope of achicvinc an ....mdl OD CA1..£A'. capabilitY requirements.

Unfortwwcly, tbis is noc the &st ti.%M that suc:b aD ~peal haa been mace by the

FBI. l.I1 many ways; me FBI's CUftCftI request is reminiscent of thase we received. when we ftm

beall1 the SWIdards l'rocess ill eatly 1995. immcl1iatcly after the passale of CALEA.

At that time. Usc fBI approacbecl nA MIG u.UcL, understaaAably, lO be involveci

in the: sW1Clanis process. nA was Clad to welcome the FBt into _ prooas. hoping mal witi\ the

eoftSuuc:tive partic:ipaDoft of law enforcome11t we would be able to mivc u a lumGarcl that "",.



APR-aZ·S8· 14:03 From:STi~OE l JOHNSON zcuzusaz T-3&0 P.ZS/iS Job-3D:

acceptable to all panics, Ind.ced. as ret1ec:tec1 in our Ensinc¢rina ~anua.l. TIA has Jl .... 0],\'$

~n.c:ouraged the active participation of lovemmem enmies in oW' stanciarcis process.

UnfortUnately, our attempts to avoId ~onirontaticn~ a.r..t1 at gocci faith n:gctJatloll

with law ~nforc=ment have put us when: we an: tociay: a year away from the compliance

deadline and Still without a standard to which to bullei.

B. The St••dards Procll.

As the pruiGienc of nA. t am. in a unique position to comment on the industt1'

standards proccs.s e:u:l how we amoved at our current situation. nA, as arl institution acc:miitc:c1

by the: American Nadonal Swuiatcb tnsuNte (ANSI), was selected 'by the telecommunications

indUStrl to I'romu1late me industrYs CALEA staadaRi.

Upon passap of CAt.EA. nA promptly iDitiateti a stladarcla program. TTA set

an ambitious scheclulc •• hoping to complete the sW1darcl on an cXIrC1'Dcly .xpeciilacl bUls,

Although there were some SuDstaI1tive c1is&areemccts wttbln lnctus1:y (II th=e a!way~ an in ~

staneiartis process), theSI were resolvecl OD I. fairly rapid basis.

Oisapemeftts with the FBt. howevltt. wet'C not 50 easily resolvecl It gradually

became apparent that law enforcement and inliu.su)t had. markcclly clUfcrent interprerattons of

what was requited under CAL£A.

In tet:rasl'CCt we should have done what CALEA proviees: ~cl the features on

wtUctl inciuscry aareed as rhe iDdus&ry "sale harbor" stlDdard and coiel the FBI that if it consictered

this standarcl to be dcflciCft' it should. chaUenl' the standatcl at me FCC. 111Steacl. however, we

a&:cepted repeated FBI requestS for more coftSwwiaD. more mae_ ancl more c1rafts - aU in

the hopes or arriving at some accelHable middle gJ'Ouna where the FBI am1 industrY cowet reach

In f:aa. far the past two IIUl a balf years. & VIA majority of the SW1Clatds mcetinas

were cic¥DUtC co addI'essinllaw ca£orcc:menrs CODClmS ancl scekiq sud1 an agreement.
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AT&T Wireless Services, Inc., ("AWS"), Lucent

Technologies Inc., ("Lucent 11) and Ericsson Inc. ( 11 Ericsson" )

bring this petition under Section 107{c) of the Communications

Assistance for Law Enforcement Act ("CALEA"), 47 U.S.C.

§§ 1001 et seq., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

This extension request is urgent. Further development of

a CALEA solution in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no return" whereby

development commitments toward the existing standard will

become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension as soon as possible, effective

October 25, 1998, for the full 2-year period.

[10194'()()80/extension] 3131198



Before the
FEDERAL COMMUNICATIONS COMMISSION

Washington, D.C. 20554

In the Matter of )
)

Petition for the Extension of the )
Compliance Date under Section 107 )
of the Communications Assistance )
for Law Enforcement Act )
by AT&T Wireless Services, Inc., )
Lucent Technologies Inc., and )
Ericsson Inc. )

To: The Commission

PETITION FOB EXDHS:ION or COMPL:IAHCE PATE

AT&T Wireless Services, Inc., (II AWS"), Lucent

Technologies Inc., ("Lucent") and Ericsson Inc. ("Ericsson")

bring this petition under Section 107{c) of the Communications

Assistance for Law Enforcement Act ("CALEA"), 47 U.S.C.

§§ 1001 et seg., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

I. BACltGROOND

A. Petitioners

AWS is a wholly-owned subsidiary of AT&T Corporation and

is the leading provider of wireless communications services in

the United States. AWS is a "telecommunications carrier" as

(1 0194eOO801extensionJ. -2- 3131/98



that term is defined in Section 102(8) of CALEA. 47 U.S.C.

§ 1001(8) (B) (i) (lla person or entity engaged in providing

commercial mobile radio service (as defined in section 332(d)

of the Communications Act of 1934 (47 U.S.C. § 332(d»)1l). As

such, AWS. is obligated to meet the assistance capability

requirements of Section 103 of CALEA for equipment, services

or facilities installed or deployed after January 1, 1995.

To.meet these obligations, AWS must consult, as

necessary, in a timely fashion, IIwith manufacturers of its

telecommunications transmission and switching equipment and

i1:S providers of telecommunications support services." ~ 47

U.S.C. § 1005(a). AWS has done so on a continuous basis since

it first proposed the standardization of electronic

surveillance requirements in 1995 under the auspices of the

Telecommunications Industry Association (IITIA"). 1

Lucent Technologies designs, builds and del~vers a wide

range of pUblic and private networks, communications systems

and software, data networking systems, business telephone

systems and microelectronic components. Lucent is one of

AWS1s telecommunications equipment manufacturers. Lucent has

participated in the standards process from the outset in order

to make available, on a reasonably timely basis and at a

1 AWS took the industry lead in proposing the standardization
of electronic surveillance requirements with the full support and
encouragement of law enforcement. AWS also provided the chair of
the ad hoc subcommittee. Finally, AWS, by letter agreement with the

[10194-OOIOlextension) -3- 3/31191



reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

Ericsson designs, builds and delivers a wide range of

public and private networks, communications systems and

software, data networking systems, business telephone systems

and microelectronic components. Ericsson is one of AWS's

telecommunications equipment manufacturers. Ericsson has

participated in the standards process from the outset in order

to make available, on a reasonably timely basis and at a

reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

B. The Indu8try Standard

The Commission is well aware of the history of the

development of the industry standard and its adoption on

November 20, 1997, as an interim standard. 2 The Commission

also knows that the Federal Bureau of Investigation (" FBI" )

has long claimed that the standard is deficient because it

Department of Justice, funded the editorial function until CALEA
funds became available to reimburse AWS (which has yet to occur) .

2 ~ In the Mattgr of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97
213, FCC 97-356, released October 10, 1997 (hereinafter "FCC NPRM"] ,
, 44 (recognizing that the industry standard was pending ballot
comments); see also FCC NPRM Comments of TIA, filed December 12,
1997, at 6 (advising Commission that TIA had approved and published
J-STD-025 as TIA interim standard) ..

[10I94-008OJcxtension1 313t19l



does not include certain enhanced surveillance functionality

that law enforcement deems important. 3

On March 27, 1998, the FBI challenged the industry

standard as II deficient II by filing a petition with the

Commission under Section 107(b). Further, privacy advocates

filed a deficiency petition on March 25, 1998, claiming that

the existing industry standard goes too far in providing law

enforcement certain capabilities and fails to protect the

privacy of communications not authorized to be intercepted.

The Commission now must establish by rule, on the record

and with public comment, the technical requirements or

standards necessary to implement the assistance capability

requirements of CALEA. 47 U.S.C. § l006(b). With the industry

standard now in a de jure limbo, the development of CALEA

compliant technology must await the outcome of the

Commission's proceedings. 4

As the Commission knows, and as the FBI itself has

recognized, the ordinary development cycle for hardware and

3 ~ FCC NPRM Comments of FBI, filed December 12, 1997, at 37-
38.

4 It is not the purpose of this petition to comment on the
FBI's deficiency petition. Petitioners recognize that the
Commission may provide a reasonable time and conditions for
compliance with and the transition to any new standard as part of
that rulemaking. 47 U.S.C. § 1006(b) (5). Petitioners believe that,
at a minimum, the extension requested in this Petition should be
granted, but ~eserVe the right to seek a longer period of time based

"'_.~

[10194-Q080/extension] -5- "3131/98



software is 24 months after promulgation of a standard. s

There is no dispute that the standardized delivery of

electronic surveillance information is critical to the

efficient implementation of CALEA. Indeed, law enforcement

itself depends on the development and implementation of a

standard to develop its collection equipment necessary to

receive surveillance information from carriers. 6 Accordingly,

the absence of a stable standard ensures delay in the delivery

of CALEA-compliant technology and underscores the need for an .

extension of the compliance date.

C. Comm.ission Procedures for Extension

In the FCC NPRM, the Commission stated that October 24,

1998 is the last day by which an extension may be sought and

that the Commission may grant an extension of time until

on the compleXity of, or any additions to, the industry standard as
a result of the deficiency petition rulemaking.

5 .s.= FCC NPRM Comments of TIA, at 9 ("Standard industry
practice requires 24-30 months of development before manufacturers
can even release a software package containing new features."); ~
alae Department of Justice Communications Assistance for Law
Enforcement Act Implementation Report to Congress, January 26, 1998,
cited in FCC NPRM Reply Comments of Cellular Telecommunications
Industry Association ("CTIA"), Attachment D.

6 It is the understanding of Petitioners that no contracts have
been let by the FBI for the development of collection equipment.
Thus, even if a carrier was poised to deliver electronic
surveillance information consistent with the industry standard or as
enhanced by the FBI punch list, law enforcement would not be able to
receive it. This further supports the validity of an extension.

{10194-OOBOIextension1 -6- 3131191



October 24, 2000. 7 The Commission did not promulgate specific

rules for submitting requests, but proposed to permit carriers

to petition the Commission for an extension on the basis of

criteria specified in Section 109 to determine whether it is

reasonably achievable for the petitioning carrier to comply.B

In its initial and reply comments to the Commission, AWS

suggested that the proper criteria for approving a carrier's

extension request is a showing that the technol0sY necessary

for compliance is not commercially available. 9 That is the

Section 107 test for an extension. 1o No other test should be

applied to this petition. The Commission has not promulgated

any other rules or guidance for an extension under CALEA.

:I:I • APPL:ICABLE LAW

A. Petition for Extension

Section 107 of CALEA provides that a telecommunications

carrier proposing to install or deploy, or having installed or

deployed, any equipment, facility, or service prior to the

7 ~ In the Matter of Communications Assistance for Law
Enfprcemept Act, Notice of Proposed Rulemaking, CC Docket No. 97
213, FCC 97-356, released October 10, 1997, 1 49.

B l.d...., , 50.

'9 ~ FCC NPRM Comments of AT&T Corp., filed December 12, 1997,
at 24; and FCC NPRM Reply Comments of AT&T Corp., filed February 11,
1998, at 10.

[ I0194'()()80/extensionJ -7- 3131198



effective date of Section 103 of CALEA may petition the

Commission for one or more extensions of the deadline for

complying with the assistance capability requirements of

CALEA. 47 U.S.C. § 1006(c) (1). On its face, Section 107

petitions apply to "new" equipment, facilities and services

that are not SUbject to government reimbursement; that is,

equipment, facilities or services installed or deployed after

January 1, 1995. 11

The FBI has defined "installed or deployed" as follows:

Installed or deployed means that, on a specific
switchinq system, equipment, facilities, or
services are operable and available for use by
the carrier's customers. 12

Under this definition, a significant amount of AWS's current

network was installed or deployed after January 1, 1995. 13

Further, AWS continues to install equipment, facilities and

10 Of course, the reasonable achievability test may be relevant
once the price of CALEA-compliant hardware and software is known.

11 ~ 47 U.S.C. § l006(c) (4) ("An extension under this
Subsection shall apply to only that part of the carrier's business
on which the nml equipment, facility, or service is used.") (emphasis
added). Any equipment, services or facilities installed or deployed
prior to January 1. 1995, is deemed to be in compliance with the
assistance capability requirements of CALEA until the Attorney
General agrees to reimburse carriers for the costs of retrofitting.
~ 47 U.S.C. § 1008(b).

12 .su. 28 C.F.R. § 100.10.

13 Neither AWS nor the telecommunications industry agree with
the FBI definition of "installed or deployed."

[10194-60801extensionI -8- 3131198



services throughout its service areas. CALEA-compliant

solutions for equipment, services or facilities installed or

deployed, or proposed to be installed or deployed, during the

compliance period simply are not available.

B. Grounds for Extension

Section 107(c} of CALEA provides the following grounds

for granting an extension:

The Commission may, aft~r consultation with the
Attorney General, grant an extension under this
subsection, if the Commission determines that
compliance with the assistance capability
requirements under section 103 is not
reasonably achievable throu~h application of
technology available within the compliance
perjqd.

47 U.S.C. § ~006(c} (emphasis added). As noted above, neither

of AWS's primary vendors will have CALEA-compliant technology
.

available within the compliance period or for up to two years

thereafter.

As the Commission no doubt understands, manufacturers

have not been idle. However, further proceeding with current

development in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEAsolution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no return ll whereby

development commitments toward the existing standard will

(I019~801exte11Sion) -9- 3131191



become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

C. Length of Extension

Section 107 provides that the Commission shall extend the

compliance date for the lesser of two years after the date on

which the extension is granted or the period the Commission

finds is necessary for the carrier to comply. There is no

dispute, even with the FBI, that it takes up to 2 years to

develop technology to an industry standard. Carriers then

need time to field test and deploy the technology. Thus, 2

years may not be enough time to meet the assistance capability

requirements of CALEA and further extensions may be necessary.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension, effective October 25, 1998,

for the full 2-year period.

D. Conditions for Extension

AWS, Lucent and Ericsson have a statutory obligation

under Section 106 of CALEA to continue to consult and

cooperate to ensure that CALEA-compliant hardware and software

will be available on a reasonably timely basis and at a

reasonable charge. No other terms or conditions are necessary

or appropriate in granting this petition. 14

14 Petitioners do not believe that the Commission should, or is
empowered to, impose other terms or conditions on this extension.
Section l07(b), unlike an extension "petition under subsection (c),

"_......~

[I0194-OO801extensionI -10- 3131198



E. Obligations Pending Ruling - Tolling

Section 108 of CALEA permits the Attorney General to seek

an order in federal district court to enforce CALEA. 47

u.S.C. § 1007. CALEA authorizes penalties of $10,000 per day

per violation. 18 U.S.C. § 2522. Further, standing alone,

and without an extension from the Commission or other relief,

the absence of a stable standard does not relieve Petitioners

from their obligations under CALEA. 47 U.S.C.

§ 1006(a) (3) (B). Thus, if the Commission fails to act on this

petition by October 25, 1998, Petitioners could be subject to

an enforcement action even though this extension petition was

more than timely filed.

Accordingly, Petitioners request that the Commission

expressly toll the CALEA compliance date during the pendency

of this petition in the event that the Commission requires

longer than the remaining time in the compliance period to

decide this matter. Further, if the petition is denied,

Petitioners request that the Commission grant a reasonable

period of time thereafter to permit Petitioners to comply with

the Commission's decision.

explicitly authorizes the Commission to provide a reasonable time
and conditions for compliance with and the transition to any new
standard, including defining the carrier's obligations under
Section 103 during ·the transition to a new standard. No such.
authority is granted to the Commission under the provisions of CALEA
pursuant to which this extension is sought.

{I0194.()()801cxtension1 -11- 3131191



F. Petition Procedures

CALEA does not specify the nature of the Commission's

consultation with the FBI under Section 107. However,

Congress made clear that accountability was to be the hallmark

of CALEA, stating that lIall proceedings before the FCC will be

subject to public scrutiny, as well as congressional oversight

and judicial review. 1115 Thus, the Commission I s consultat ion

with the Attorney General must be on the record. 16

15 ~ House Report No. 103-827 at 20, reprinted in 1994
U.S.C.C.A.N 3489, 3500 (emphasis added) .

16 This petition is not based on proprietary or confidential
information. There is no reason, therefore, to conduct a closed or
restricted proceeding.

IIOI94-0080/extension) -12- 3/31198



III. CONCLUSION

For all of the reasons set forth above, AWS, Lucent and

Ericsson request that the Commission grant a two-year

extension of the CALEA compliance date to October 24, 2000,

effective October 25, 1998.

Dated: March 30, 1998.

AT&T WIRELESS. SDVJ:CES, mc.

Douglas I. Brandon
Vice President, External Affairs and Law

1150 Connecticut Ave.
4th Floor

Washington, D.C. 20036
(202) 223-9222

LUCENT TZCBHOLOGJ:ES mc.

Dean L. Grayson
Corporate Counsel

1825 "Eye" Street, N.W.
Washington, D.C. 20006

(202) 756-7090

nJ:CSSON INC.

Catherine Wang
Swidler & Berlin

3000 "K" Street, NW
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